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a. Summary

In order to prevent network misuse and abuse and to prevent security
accidents, The KAIST blocks unauthorized services when accessing the
internal network from the external network.

The application for access permission service is a service that allows access
from the external network to the internal network under the approval of the
person in charge of management and service manager.

Only internal members of the KAIST can apply for access
permission, and if external access is required, they can apply and
use the service under the management and responsibility of
internal members.
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b. Application for access permission process

Apply Percon it Approve Approve

charge of Service Apz::::sl of
management manager ess
review permission

Application

for access
permission

review

—

Reject

1. Application for access permission
The applicant applies after entering information about the person in
charge of management and the service that requires access permission.
X The person in charge of the management is as follows
- Student : Adviser, Staff : Head of department, Professor : Self

2. Person in charge of management review

The person in charge of management can approve or reject the
application after reviewing the application information.

3. Service manager review
The Service manager can approve or reject the application after reviewing
the application information and whether the person in charge of
management has approved it.

4. Approval of access permission
When the approval of the service manager is completed, the application
for access permission is finally approved and the requested service can
be used.
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c. Application manual

1. Application for access permission

1-1. Access to the IT Service website
- Website : https://ict.kaist.ac.kr

1-2. Click [Access permission] menu and log in

KAIST IT Service IT Service Help desk About us £ HOME

Voice and IP/Domain & Device

telecommunication: Authentication

Information & Communication Technology

TO THE WORLD, =
FOR THE FUTURE

rental permission
(TCP port)

Apply.

L_
e
NOTICE NOTICE NoTICE International Support
Implementation of Redirected Guide for Global Wi-Fi Tel : 5685

Text Message Forwar... SSID(Welcome_1st_KAl Roaming Servic...

2019.06.11 2010.02.12

1-3. After checking the procedures for using and notices, click
apply

i Procedures Application for access ::[y lication Application for access
KAIST IT service @& KOR for using permission PP permission inquiry
status
-

Procedures for using

A service that opens a specific port for external access to an internal server.

o Procedures for using

STEP1 STEP2 STEP3 STEP4
‘Check notices and policies Fill out application information Confirmation of the person in charge of After checking the manager of the
management firewall, the processing is completed
o Notices

We block access from outside to prevent network misuse and security incidents.

Applications can only be made by internal members of KAIST.

To prevent security accidents, refrain from using services with weak security (FTP, Telnet, etc.), and use KVPN for remote access services such as SSH and RDP[Remote Desktop Protocol).
(kvpn kaistac.kr)

Inthe case of loT devices such as printers and NAS, please use after blocking access from outside to prevent security accidents.

The application period is up to 3 years, and if it has expired, you will need to reapply.

Ittakes 1-3 business days to process after application.

You can check the status of your application in [My Application Status).

Inguiries when applying Tel. 042-350-2413 Mail. kaistcert@kaist.ac.kr
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1-4. Check the privacy policy

O Mome H3ux

HolH = =& 9! 0| 252 (Consent to collect and use personal information)

1 7H‘1u 9] +7-0|8 =X (The object to collect and use personal information)
7h MEF { pplication)
.Rlx-l}d = E5} HH‘* ;(1|_é_0” st 2HOo 2 7” | X = A 13‘(Axl O‘EJDI\_lr_I

5 5t kb SETS

(Personal information will be collected through application and used to provide our service.)

o0

2. 4% 0|88te{ = eI H 2| &5 (The list of personal information to be collected)

A edatal etoiol Skl

919 ZAeia £ 5 ol8

1-5. Fill out applicant information

- Applicant information is automatically entered

o Applicant information
Name Department

E-mail Mobile

1-6. Fill out the purpose of access

- Fill out the purpose or purpose of using the service.
(Ex: OO Lab website, license authentication, etc.)

o Purpose

Purpose

1-7. Fill out external users(optional)

Q External user

Ifthere are no external users who need external access, you do not need to create one

Organization User
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1-8. Period
- The period is limited to a maximum of 3 years for service
management.
@Period
Period - =
1-9. Application information
@ Application information @ i here are duplicates, separate them with commal,)

No

1

External IP address Internal IP address Service name Service Port Note

1) External IP address : IP address being used externally

2) Internal IP address : IP address of the system that you want to
access from the outside to the inside

3) Service name : Protocol information(Ex: TCP, UDP, etc.)

4) Service Port : Port information(Ex: 80, 443, etc))

5) Note : Other necessary information

6) Application information rules

If there are multiple IPs and service ports, separate them with comma(,)
Ex) IP — 1.1.1.1, 2.2.2.2, PORT - 8080, 8181

If IP and service port are consecutive, write using a hyphen(-)

Ex) IP — 1.1.1.1-1.1.1.10, PORT — 8080-9000

If IP is a subnet band, use a forward slash(/) to create a subnet mask

Ex) C Class — 192.168.1.0/24, B Class — 10.1.0.0/16

If the external IP address or internal IP address is not specified (Any),

*

there is a risk of a security accident, so it may be difficult to approve the
access permission.
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1-10. Z{At =Y
- Search for the person in charge of management and select the
approver

@ Select approver 1 swden: ndviser 2) sesff: Head of department 3) Profess:

Search for the approver name. (2 characters can be searched)

1-11. Check information security guidelines

Q Information Security Guidelines

Hed= (B EMT AL HE A 1)

(Article 64 (Rights and Responsibilities to Use Information and Communications Network))

WA | S Re] WuE LMY AKX 2ixe] Mol gl WEoR HuXlie| o E ¢jsto] 2 4 9l XA S E4slo]of st

(Users of KAIST's information and communications network must comply with relevant regulations and guidelines for the protection of information resources through
their own responsible actions)

2) etz a @ W gE, E, MY A 0| E e A2 MY A0 22| EHU HER AFBAS HASI00FSHH, 0| T A0 2= 1XFE! MY ARZ X o)) U

(Users of computers, information, computer networks and other information resources in KAIST must exercise their right to use them in a responsible and ethical

| pledge to use the information and communications network without misuse or abuse in accordance with the above [Information Security Guidelines

& Apply

1-12. Application completed
- When the application is completed, an email related to approval is
sent to the person in charge of management.

Application for access permission

A service that opens a specific port for external access to an internal server.

Your application has been successfully completed.

llHHJ

£ My application status
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2. Application status
1-2. Click [Access permission] menu and log in

KAIST IT Service IT Service Help desk About us

Voice and ai Device
telecommunicationg Authentication

Information & Communication Technology

TO THE WORLD,
FOR THE FUTURE pr—

rental permissi
(TCP port)

LN

[

NOTICE NOTICE NOTICE International Su pport
Implementation of Redirected Guide for Global Wi-Fi Tel : 5685
Text Message Forwar... SSID(Welcome_1st_KAl Roaming Servic...

2019.06.11 2019.02.12

2-2. Click [Application Status]
- If the status is [Completed], access permission processing is complete
and you can use the requested service.

Application status

A service that opens a specific port for external access to an ingernal servern

@ Apslication status

NG Classification Status Applicant Period Application date Management
21 Approval ERPEf| ol AR E 2022-07-1E~2022-07-19 2022-0T7-15 m

50 Deny permission ERPEIS = PHUIS 2022-07-25~2022-07-27 2022-07-15 m

U Application Reject ERPE~E R 2022-07-18-2022-07-22 2022.07-15 m
PN Application | Approval ERPHIAE _PHWE 2022-07-18~2022-07-22 2022-07-15 m

AT Lpplicaticon Completed ERPE|~E JRUE 2022-07-14~2022-07-14 2022-07-14 m & Prant
ws Reject Security Park 2022 -07-14-2022-07-14 2023-07-14 m
45 Proceoding Security Park 2002-07-14~F03F-0T7-14 A022-07-14 m

1) Proceeding : Only the application for access permission has been
completed

2) Approval : Status approved by the person in charge of management

3) Reject : Status rejected by the manager

4) Completed : Status approved by the service manager(final approval)

5) Deny permission : Status denied by the service manager
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2-3. Detall

- You can check the detail of the application for access permission.

- You can modify or cancel the requested content until the person in
charge of management approves it.

- If he person in charge of management requests the e-mail for the
access permission again, the e-mail can be re-sent

through
[Application Notice].

- - ™ - -
5 Procedures Application for access - y fication Application for access
KAIST IT Service @& KOR for using permission sf;:us permission inquiry

-

Application status

A service that opens a specific port for external access to an intemnal server.

° Approval information

NO Name Approval Confirm (View) Approval

Application I N Proceeding ~ 2022-07-25 13:50:21

o Applicant information

Name I Department I
E-mail I Mobile |
Purpose Emuiotel =nHolX|
o External user
Organization User
° Period
Period 2022-07-25~2025-07-25
0 Application information
NO External IP address Internal IP address Service name Service Port Note
: 4 0.0.0.0 143.248.123.123 TCP 80, 443
Q Result
Progress Proceeding
Result Proceeding
Answer

No replies from admins yet.

Coo ) CEmmE QD (- o
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3. Inquiries and status of application for access permission
3-1. Inquiry for Application for access permission

- [Help desk] -> Click [Inquiry for Application for access permission]

KAIST IT Service IT Service Help desk About us @ HOME | 2 LOGOUT | @ KOR =

Help desk

‘ Help desk v ‘ ‘ Notice v

‘ FAQ v ‘ ‘ Downloads v

- Network complaint + Documents

- Security report Software

Voice/telephone enguir

‘Application for access
E permission inquiry

permission
(TCP port)

NOTICE NOTICE NOTICE International Support
Implementation of Redirected Guide for Global Wi-Fi Tel : 5685
Text Message Forwar... SSID(Welcome_1st_KAl Roaming Servic...

2019.06.11 2019.02.12 2019.02.01

- Click [Inquiry for Application for access permission] in application for
access permission menu

. Procedures Application for access :|y lication Application for access
KAIST IT service @ KOR for using permission stpaI:us permission inquiry

-

Procedures for using

A service that opens a specific port for external access to an internal server.

0 Procedures for using

@ 6 O ©

STEP1 STEP2 STEP3 STEP4
Check notices and policies Fill out application information Confirmation of the personin charge of After checking the manager of the
management firewall, the processing is completed
Q Notices

We block access from outside to prevent network misuse and security incidents.
Applications can only be made by internal members of KAIST.
* To prevent security accidents, refrain from using services with weak security (FTP, Telnet, etc.), and use KVPN for remote access services such as SSH and RDP{Remote Desktop Protocol).
(kvpn.kaist.ac.kr)
In thecase of loT devices such as printers and NAS, please use after blocking access from outside to prevent security accidents.
The application period is up to 3 years, and if it has expired, you will need to reapply.
fttakes 1-3 business days to process after application.
* You can check the status of your application in [My Application Status).
Inquiries when applying Tel. 042-350-2413 Mail. kaistcert@kaist.ac.kr

£ Apply
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- If you fill out an inquiry related to the application for access
permission, the service manager will check it and write an answer.

Application for access permission inquiry

Privacy policy

= IEe 2+ F 2 0jEEY (Consent to collect and use personal information)

1 A ERY +FH-018 & (The object to collect and use personal information)
k. A% H = (Application)

=AM BB B0 MU A H 20

ot RHOF MQIHLE Hal($8-0 )LC)

{Personal information will be collected through application and used to provide our service.)

| agree with the privacy policy.

—

Your information

Name
Department/Division
Personal 1D
Contact

Emiail

—_—

Report / enquiry information

Contents

_10_
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3-2. Check the status of inquiries for application for access
permission

KAIST IT Service IT Service Help desk About us @ HOME | 2 LOGOUT | @ KOR =

Help desk ‘ Help desk v ‘ ‘ Notice v ‘ FAQ ¥ ‘ Downloads 57
+ Network complaint + Documents
- Security report Software

Voice/telephone enquiry

e o Application for access

permission
(TCP port)

NOTICE NOTICE NOTICE International Support

Implementation of Redirected Guide for Global Wi-Fi . ‘
Text Message Forwar... ssID(Welcome_1st_KAl Roaming Servic... Tel: 5685 Help Desk
2019.06.11 2019.02.12 2019.02.01 - 3 ’ -
Help desk =

My submissions / enquiries

- Network complaint
= Security report
- Voice/telephone

Click on a button to check your submissions and responses from the manager.

enquiry
. Your submissions will not be public to other users.
- Application for access

permission inquiry

- My submissions /

enquiries

Network Security
complaints reports

FAQ + G) @

Notice +

Downloads +

Voice/telephone Application for access permission
enquiries enquiries

©) &)

Application for access permission inquiry

@ No Report Writer Created Status
3 | need your help Security Park 2022-07-15 Answered
2 I need your help Security Pk 2022-07-15
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d. Approval manual

1. Confirmation of application for access permission
1-1. Confirmation through application for access permission e-mail

- If the application is accepted, you will receive an e-mail. If you click the
[KAIST ICT website] button, you will be directed to the page where you
can approve or reject it.

KAIST IT Service &2S17F 413 &= 2HLH Information on KAIST IT Service access permission application
reception

ik Ab FELorE Information security (07 23

HAS 7 41 E= 2HLY
Information on KAIST IT Service access
permission application reception

Fote] S/ o] [ IS 7 2130 Ha= = AS U E
[Firewall application for access permission] has been received by a member of your department.
ApMIEE == [T A8l S oo 2]]10j A =elstd -+ US| T
For more information, please visit [IT Service Homepage].

AMAHER} HE Applicant information

HHUName .
A Department = QHES
OIHIZE-mail ]
HE{Mobile |

H2 =2 Purpose

BZEHPurpose F==m el ST 0| R AE|

2|52 AFZE AL External user

= Organization

AR AtUser

A2 212} Period

AME 7| 2tPeriod 2022-07-23~2025-07-23

5 1

_12_



KAIST Application for access permission service

1-2. Confirmation of Application status

- You can confirm the received application status in the application
status of the access permission, and click the [Detail] button to

check the application information.

KAIST IT Service

IT Service Help desk About us

Voice and 1P/Domain O Device
telecommunicationg Authentication

Information & Communication Technology

TO THE WORLD,
FOR TH E FUTURE Access Wireless and VPN(Wi-Fi) O

permission
(TCP port)

NOTICE NOTICE NOTICE International Support
Implementation of Redirected Guide for Global Wi-Fi Tel : 5685
Text Message Forwar... SSID(Welcome_1st_KAI Roaming Servic...

2019.06.11 2019.02.12

8 Get support

Application status

A service that opens a specific port for external access to an internal server.

Q Application status

Classific Status f @

NO Classification Status Applicant Period Application date Management

61 Proceeding Security Park 2022-07-15~2022-07-15 2022-07-15 m
60 Proceeding Security Park 2022-07-15~2022-07-15 2022-07-15 m

_13_
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2. Approval and rejection of access permission
2-1. Approval and rejection of access permission
- If you click the [Application Confirmation] button in the reception
guide email or click the [Detail] button in the application status,
you can check the application information, and you can approve
or reject the application.

* An e-mail is sent to the applicant for the results of approval and

rejection.

Application status

A service that opens a specific port for external access to an internal server.

° Approval information

NO Name Approval Confirm (View) Approval

Application 1 || Proceeding v 2022-07-15 15:21:33

Q Applicant information

Name Security Park Department Infromation Security Team
E-mail kaistcert@kaist.ac.kr Mobile 010-0000-0000
Purpose Test

o External user

Organization User

Q Period

Period 2022-07-15~2022-07-15
NO External IP address Internal IP address Service name Service Port Note
1 123.123.123.123 143.248.123.123 TCP 80

o Result

Progress Proceeding
Result Proceeding
Progress No replies from admins yet.

N o T

_14_



