
 Application for access permission service

Application for
 access permission

User Manual

2022. 07

Information Security Team



 Application for access permission service

- 2 -

Index

a. Summary ······························································· 1

b. Application for access permission process ·· 2

c. Application manual ············································· 3
  1. Application for access permission ············································ 3

  2. Application status ········································································· 9

  3. Inquiries and status of 

     application for access permission ········································· 11

d. Approval manual ·············································· 14
  1. Confirmation of application for access permission ··········· 14

  2. Approval and rejection of access permission ····················· 16



 Application for access permission service

- 1 -

a. Summary

 In order to prevent network misuse and abuse and to prevent security 

accidents, The KAIST blocks unauthorized services when accessing the 

internal network from the external network.

 The application for access permission service is a service that allows access 

from the external network to the internal network under the approval of the 

person in charge of management and service manager.

 Only internal members of the KAIST can apply for access 

permission, and if external access is required, they can apply and 

use the service under the management and responsibility of 

internal members.
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b. Application for access permission process

1. Application for access permission
  The applicant applies after entering information about the person in 

charge of management and the service that requires access permission.

  ※ The person in charge of the management is as follows

    - Student : Adviser, Staff : Head of department, Professor : Self

 

2. Person in charge of management review
  The person in charge of management can approve or reject the 

application after reviewing the application information.

3. Service manager review
  The Service manager can approve or reject the application after reviewing 

the application information and whether the person in charge of 

management has approved it.

4. Approval of access permission
  When the approval of the service manager is completed, the application 

for access permission is finally approved and the requested service can 

be used.
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c. Application manual

 1. Application for access permission

  1-1. Access to the IT Service website

      - Website : https://ict.kaist.ac.kr

  1-2. Click [Access permission] menu and log in

  

  1-3. After checking the procedures for using and notices, click 

apply
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  1-4. Check the privacy policy

  

  1-5. Fill out applicant information

      - Applicant information is automatically entered

  

  

  1-6. Fill out the purpose of access

      - Fill out the purpose or purpose of using the service.

        (Ex: OO Lab website, license authentication, etc.)

  

  1-7. Fill out external users(optional)
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  1-8. Period

      - The period is limited to a maximum of 3 years for service 

management.

  

  1-9. Application information

  

      1) External IP address : IP address being used externally

      2) Internal IP address : IP address of the system that you want to 

access from the outside to the inside

      3) Service name : Protocol information(Ex: TCP, UDP, etc.)

      4) Service Port : Port information(Ex: 80, 443, etc.)

      5) Note : Other necessary information

      6) Application information rules

        - If there are multiple IPs and service ports, separate them with comma(,)

          Ex) IP – 1.1.1.1, 2.2.2.2, PORT – 8080, 8181

        - If IP and service port are consecutive, write using a hyphen(-)

          Ex) IP – 1.1.1.1-1.1.1.10, PORT – 8080-9000

        - If IP is a subnet band, use a forward slash(/) to create a subnet mask

          Ex) C Class – 192.168.1.0/24, B Class – 10.1.0.0/16

        * If the external IP address or internal IP address is not specified (Any), 

there is a risk of a security accident, so it may be difficult to approve the 

access permission.
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  1-10. 결재자 선택

      - Search for the person in charge of management and select the 

approver

  

  1-11. Check information security guidelines

  

  

  1-12. Application completed

      - When the application is completed, an email related to approval is 

sent to the person in charge of management.

  

  



 Application for access permission service

- 7 -

2. Application status

  1-2. Click [Access permission] menu and log in

  

  2-2. Click [Application Status]

      - If the status is [Completed], access permission processing is complete 

and you can use the requested service.

     

      1) Proceeding : Only the application for access permission has been 

                        completed

      2) Approval : Status approved by the person in charge of management

      3) Reject : Status rejected by the manager

      4) Completed : Status approved by the service manager(final approval)

      5) Deny permission : Status denied by the service manager



 Application for access permission service

- 8 -

  2-3. Detail

      - You can check the detail of the application for access permission.

      - You can modify or cancel the requested content until the person in 

charge of management approves it.

      - If he person in charge of management requests the e-mail for the 

access permission again, the e-mail can be re-sent through 

[Application Notice].
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3. Inquiries and status of application for access permission

  3-1. Inquiry for Application for access permission

      - [Help desk] -> Click [Inquiry for Application for access permission] 

    

      - Click [Inquiry for Application for access permission] in application for 

access permission menu
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      - If you fill out an inquiry related to the application for access 

permission, the service manager will check it and write an answer.
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  3-2. Check the status of inquiries for application for access 

permission

    

  

➊

  

  

➋ 

  

  

➌
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d. Approval manual

1. Confirmation of application for access permission

  1-1. Confirmation through application for access permission e-mail

      - If the application is accepted, you will receive an e-mail. If you click the 

[KAIST ICT website] button, you will be directed to the page where you 

can approve or reject it.

    



 Application for access permission service

- 13 -

  1-2. Confirmation of Application status

      - You can confirm the received application status in the application 

status of the access permission, and click the [Detail] button to 

check the application information.
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2. Approval and rejection of access permission

  2-1. Approval and rejection of access permission

      - If you click the [Application Confirmation] button in the reception 

guide email or click the [Detail] button in the application status, 

you can check the application information, and you can approve 

or reject the application.

        * An e-mail is sent to the applicant for the results of approval and 

rejection.

  


